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“Data is a precious thing. . .” and “…that’s why I’ve 
called data the new oil. Because it’s a fuel for innovation, 
powering and energizing our economy.”1 These were the 
words of Neelie Kroes, Vice-President of the European 
Commission responsible for the Digital Agenda, when 
speaking about the value of big data earlier in 2013. As 
Kroes noted, data comprise a fuel we have only just  
begun to tap.

This “new oil” is certainly plentiful. Trillions of bytes 
of data are generated by companies that capture 
information about their customers, suppliers, and 
operations. Networked sensors and software embedded 
in devices and appliances are further energy generators, 
as are the growing volumes of media content. These 
sources of data do not even include the billions of 
individuals around the world generating the same fuel 
on their smartphones, personal computers, and laptops. 
And the volumes of data are exploding. McKinsey 
recently estimated that the data collected globally will 
grow from some 2,700 exabytes in 2012 to 40,000 
exabytes by 2020.2 To put this into context, a single 
exabyte of data equals a hundred thousand times all the 
printed material of the Library of Congress.

Definitions of big data vary greatly. Rather than put 
a number on what qualifies as “big,” McKinsey defines 
it as datasets so large that typical database software 
tools are unable to capture, store, manage, and analyze 
them. Such a definition allows for the fact that the size 
of datasets regarded as “big” will also grow with the 
advance of technology.3

Whatever the precise definition, big data is widely 
acknowledged to create value in four ways. It creates 
greater transparency by making more and better 
information available more quickly. It helps organizations 
create highly specific segmentations, enabling them 
to tailor products and services more precisely. It helps 
improve decision-making by providing better tools for 
analysis. And it supports innovation in the form of new 
products and services.

Big data can create significant value for the whole 
economy. McKinsey research shows that companies 
that use big data can deliver productivity and profit gains 
that are 5 to 6 percent higher than those of competitors. 
The private sector is not the only beneficiary, 
however. Big data can also enhance productivity and 
effectiveness of the public sector and create economic 
surplus for consumers. For example, the McKinsey 
Global Institute estimates that US healthcare expenditure 
could be reduced by 8 percent by using big data to drive 
efficiency and quality.

No wonder, then, that governments and political 
institutions are promoting big data on their agendas 
and adopting initiatives such as the European Union’s 
open data directive, which aims to give both citizens and 
member governments access to a raft of government 

Please note: The views expressed in this article are those of the authors 
and do not necessarily represent those of McKinsey and Company.

© 2014 World Economic Forum



1.7: Building Trust: The Role of Regulation in Unlocking the Value of Big Data

74  |  The Global Information Technology Report 2014

data. Governments understand that big data’s economic 
and social potential can grow only alongside continued 
innovation in the underlying technologies, platforms, and 
analytic capabilities for handling data, as well as the 
evolution of behavior among its users. Recent McKinsey 
research shows that enabling “open data” or “liquid 
data” across seven domains—education, transportation, 
consumer products, electricity, oil and gas, healthcare, 
and consumer finance—can generate more than US$3 
trillion in additional value a year.4

There is no guarantee, however, that this potential 
will be fully realized. Several obstacles lie in the way. The 
uptake of big data will depend on the adoption of next-
generation telecommunications infrastructure, which is 
still in its early development in many parts of the world. 
Another prerequisite is a large enough pool of talent with 
the advanced analytical skills needed to put the data to 
good use. This workforce will need to be trained. Equally, 
big data uptake will hinge on whether ways can be 
found to protect information technology infrastructures 
and the data they carry from cyberattacks. A further 
imperative is to build the trust of citizens, who are 
growing increasingly suspicious about how information 
about them is being used.

Regulation plays a role in tackling all these 
obstacles. This chapter focuses only on the need to 
build trust. It examines the various broad types of 
regulatory frameworks that are emerging to protect 
privacy. Furthermore, it identifies the key issues that 
regulators will need to consider as their policies evolve if 
their aim is to foster trust while not stifling the enormous 
potential of big data, and it outlines some actions 

companies can take themselves to promote consumer 
trust.

CONSUMER TRUST AS AN ENABLER OF BIG DATA
Research reveals that consumers are increasingly 
concerned about how their personal data are used 
(Figure 1), although the level of concern varies according 
to the type of data being considered. Consumers care 
more about their financial transactions and health-
related information than about their online habits, for 
example. The recent revelations by Edward Snowden 
disclosing US government data collection practices and 
the extraction of data from a number of large Internet 
companies have further raised public awareness about 
privacy issues and data protection in the online world.

If big data is to deliver on its promise, companies 
will need both to create customer trust in big data 
applications and their use and to help customers feel 
safe about the protection of their personal data and 
privacy. Governments and regulators will need to frame 
data protection policies that safeguard the privacy of 
both customers and citizens. At the same time, these 
policies must not stifle the innovation that big data can 
deliver, or its attendant economic and social benefits.

DATA PROTECTION ARCHETYPES ACROSS THE 
WORLD
The protection of personal data has long been viewed 
as a fundamental right, enabling individuals to be in 
control of data about their own person and preventing 
unnecessary listings and discriminatory behavior. 
Individuals can exercise this control by explicitly giving 
or withholding consent before their personal data are 

Figure 1: Consumers’ privacy protection concerns

Sources: USC Dornslife/Los Angeles Times 2012; European Commission 2011.
* These data are taken from the Special Eurobarometer poll published in 2011. Respondents were asked to select 4 out of 12 possible responses to the question of what should happen to 

companies that breach protection rules. We present the top 3 responses here.

74% of Europeans think that disclosing personal data is 
increasingly part of modern life 

78% of US citizens think that companies collecting personal 
information online are invading consumers’ privacy 

72% of Internet users are worried about giving away too 
much personal data 

88% of Europeans believe that their data would be better 
protected in large companies that are obliged to name 
a data protection officer

Companies that breach 
protection rules should be*

51%  fined 
 

40%  banned from using  
such data in the future 

39% compelled to 
compensate the victims
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used. They have a right to be informed if those data 
are to be used, and for what purpose. Companies 
and organizations using their data are also required 
to protect it from unauthorized use. There are strict 
measures in place to protect medical data and credit 
information.

But the issue has become more complicated in 
the Internet era. Some argue that this right should be 
safeguarded more strongly than ever when so many 
companies and organizations are seeking access to 
personal data and can gain that access more easily. On 
the other hand, as we have seen, economic, social, and 
personal benefits can arise from sharing data, and many 
consumers are perfectly happy to give up some of their 
privacy in return for certain goods or services.

Data protection laws are evolving not only in an 
attempt to keep pace with technological developments 
and new ways of using, collecting, and sharing 
personal data, but also to keep pace with attitudes 
toward privacy. To better understand the state of play, 
McKinsey has conducted extensive research into the 
data protection regulatory frameworks of more than 20 
countries worldwide, identifying the key principles and 
requirements (Figure 2).

From our research we have identified three main 
archetypes of the level of regulation imposed around 
the world: from the least to the most extensive, these 
are regulations with a light touch, those with a minimum 
standard, and those with strict ex-ante requirements.

• Light touch/self-regulation. This is the approach 
used in the United States, where there is no general 
federal data protection law. Instead, different 
sectors—such as healthcare, telecommunications, 
and finance—are regulated by specific laws applying 
only to these sectors. These laws are enforced by 
sector-specific authorities. Separate states can also 
stipulate their own general regulations. Generally 
the onus is on industries and the companies 
within them to build trust with their customers, 
either by issuing and following codes of conduct 
or via contractual arrangements. Companies are 
responsible for the privacy statements issued to 
their customers and can face judicial sanctions for 
non-compliance. Facebook and Google are two 
recent cases in point.5

• Minimum standard setting. In Asia, the Asia-
Pacific Economic Cooperation (APEC, a forum of 
21 Asia-Pacific economies) has developed a self-
regulatory framework setting out the principles that 
economies should implement and companies then 
follow to ensure a common, minimum level of data 
protection across member economies. The aim is to 
enable the easier transfer of data among economies 
where the level of data protection regulation varies 
greatly. Although some Asian economies (such 
as Pakistan) still lack data protection laws entirely 

or have recently introduced them (e.g., China and 
India), others—such as Japan—have well-developed 
laws. Examples of minimum-level principles are the 
requirement that individuals (where appropriate) 
should be able to exercise choice about the 
collection, use, or disclosure of their data, and that 
the data collected should be accurate, complete, 
and up to date.6

• Strict ex-ante requirements. Ex-ante requirements 
apply in Europe, where both the Council of Europe 
and the EU Commission have developed extensive 
frameworks to protect data and privacy in their 
respective member countries.7 These frameworks 
not only define what is regarded as personal data 
and how such data can and cannot be used, but 
they also set organizational and technological 
requirements. Companies should, for example, 
implement technological and organizational 
measures to protect the data gathered. Furthermore, 
strict liabilities are in place relating to both 
companies and cooperation frameworks for 
regulators. The frameworks stipulate that data 
from the European Union may be transferred 
only to countries that have an appropriate level of 
protection.8

All three regulatory archetypes are constantly 
evolving. One example of this evolution is that the 
European Union is currently updating the existing 
data protection directive from 1995 to better meet the 
requirements of today’s data-intensive world.9 In the 
United States, the Federal Trade Commission (FTC) has 
increased its focus on data protection issues and has 
published several reports and recommendations on the 
topic in the past few years. It has also taken on a stricter 
role regarding the enforcement of companies’ own 
privacy statements.10 The APEC framework was set up 
in 2004 and has evolved over the past 10 years.

Opinions on the best approach to data protection 
and privacy regulation differ. Some experts argue 
that it is better to adopt a light-touch approach in a 
technologically dynamic world because detailed, specific 
regulation could quickly become obsolete and even 
hinder technological and business development. Others 
argue that increasingly powerful technology makes 
a stricter regulatory approach necessary to protect 
privacy. Whatever approach is taken, we believe data 
protection and privacy regulation is becoming more and 
more important across the world, and countries and 
companies need to embrace it to create competitive 
advantages for them in the future.

KEY REGULATORY AREAS FOR BIG DATA UPTAKE
Whatever approach any single government or regulator 
chooses to adopt, all will need to pay particular 
attention to key areas that require further clarification to 
support the kind of innovation and prosperity that big 
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Figure 2: Variation in data protection regulation across markets

Sources: Council of Europe 2013a, b; European Commission 1995, 2002, 2012; IAPP 2013a, b.
* The convention was initiated and signed by Member States of the Council of Europe in 1981. See Council of Europe, Convention for the Protection of Individuals with regard to Automatic 

Processing of Personal Data (ETS No. 108), available at http://conventions.coe.int/Treaty/en/Treaties/Html/108.htm. 

Regulation maturity

n High 

n Mid

n Low

 
UNITED STATES SOUTH AMERICA EUROPEAN UNION

No federal law exists to date

Some state- and sector-specific laws have 
stricter regulations

Case-by-case enforcement of privacy 
statements 

Tradition of “habeas data”—the right to 
find out if personal data is processed and 
the right to file a complaint if it is misused

After amendments, regulation in Argentina 
and Uruguay is at the EU level of strictness

No specific data protection law exists in 
Brazil, but the country has constitutional 
protection and sector-specific data 
protection legal provisions

Existing regulation is already the strictest 
globally

Regulations cover all industry sectors

Regulation requires “adequate 
protection”—that is, the same level 
of protection for transmission to third 
countries

A safe harbor agreement with the United 
States enables free data transfer between 
compliant companies in the two regions

RUSSIA AND CENTRAL ASIA MIDDLE EAST AND AFRICA ASIA PACIFIC

Data Protection Acts exist in some countries 
(Azerbaijan, Georgia, Russia, Ukraine)

Enforcement is low (relevant mechanisms 
and authorities are not always in place)

A few countries (Morocco, Tunisia, the 
United Arab Emirates) already have data 
protection laws

Morocco signed the Council of Europe 
data protection convention in 2013,* 
establishing a general data protection 
regime

Most countries are unregulated or have 
single points in sector laws (e.g., Algeria, 
Egypt)

The level of protection ranges from strong 
protection in Japan and the Republic of 
Korea to weaker protection in Bangladesh, 
China, Pakistan, Indonesia, for example

Recent awareness of data protection 
issues has resulted in several new laws in 
economies such as India, Hong Kong SAR, 
the Republic of Korea, and Singapore, as 
well as other efforts, such as the APEC 
Cross-Border Privacy Rules System, 
enhancing protection
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data can drive, while maintaining customer trust and 
data protection. These areas include: consent before 
collection, a definition of personal data, anonymization, 
the right to be forgotten, relevant jurisdiction, and liability 
issues. Each of these key areas is discussed below.

Consent before data collection. A key principle 
in the European regulatory framework is the need to 
obtain personal consent before data are gathered. 
Anyone wanting to use an individual’s data must 
first seek his or her permission. But with so much 
information now available and being gathered, seeking 
that approval can be a slow, tedious process for 
companies and consumers alike and can hinder big 
data development. Cookies on the Internet are a simple 
example. Surfing the web would be more convenient 
without cookie notifications and approvals. The APEC 
framework recognizes this, and the framework states 
that “where appropriate, individuals should be provided 
with . . . mechanisms to exercise choice in relation 
to the collection, use and disclosure of their personal 
information.”11 However, determining where such choice 
is appropriate is open to interpretation.

The definition of personal data. The suggested 
EU framework defines personal data as “any data that 
can be attributed to an identifiable person either directly 
or indirectly.” The APEC framework describes personal 
data as “information about an identified or identifiable 
individual.” Both these definitions mean that not only 
data clearly identifying a person with information such 
as a name or address is considered to be personal 
data, but also data that can be attributed to a person 
indirectly through some other measure, such as via 
a mobile phone number or an identity code. In a big 
data world where a lot of data are interlinked, it can be 
difficult to know exactly when data become “personal.” 
Is it only data that identify a person with certainty, or 
does it also include data that identify someone with 
high probability? How about a person’s actions? 
Performance? Or buying behavior? To give a concrete 
example, a US retail chain identified new parents as a 
very lucrative market segment. The chain analyzed their 
customers via characteristics such as their shopping 
habits, age, or marital status to spot customers who 
were pregnant. They then sent those customers direct 
marketing material for their baby products ahead of their 
competitors, who sent their material only after the child’s 
birth.12 However, information on pregnancies is extremely 
sensitive, and such material could risk disclosing a 
pregnancy that has not yet been announced. This could 
clearly be seen by some as an intrusion of privacy, but 
the issue is not entirely clear from a legal perspective.

Anonymization. Closely linked to the dilemma 
of how to define which data are personal is the issue 
of data anonymization or sanitization. Traditionally, 
anonymous data have not been subject to data 
protection laws. However, in a big data world where 
anonymized data can easily be linked up, it is not very 

hard to build a profile of a person without traditional 
means of identification such as a name or address. 
For example, a team at Harvard was able to identify 
individuals from anonymized data in a genetics database 
by cross-referencing it with other public databases. 
The accuracy rate was 42 percent based on the use 
of only three types of information—zip code, date of 
birth, and gender—and rose to 97 percent when the 
first name or nickname was added.13 Another example 
is the use of de-anonymization tools by researchers 
from Texas University on 500,000 Netflix users who 
had anonymously voted for their preferred movies back 
in 2007. In this case, the researchers also managed to 
identify users by linking the anonymized ratings with 
another public database with movie ratings.14 It can 
therefore be argued that the use of anonymous data can 
potentially constitute an intrusion of privacy.

Another question related to data anonymization is 
the right of companies to use the personal data already 
in their possession and turn them into anonymized data 
that they sell to others. Some companies are selling their 
customer data—such as location and application data 
of telecommunications companies—to other companies 
in anonymized and aggregated form for marketing 
purposes. Companies can target their marketing more 
effectively by using these data to learn about their 
customers. Internet companies are also matching their 
customer data and online habits with data from other 
companies to better target their online advertising.15 
Several questions arise from a privacy perspective. 
When can data be considered anonymized? Does using 
a pseudonym make data anonymous? Are companies 
allowed to use anonymized data without the customer’s 
consent, or must customers give their prior approval? 
Should that consent be granted before use, or is it 
enough to allow customers to opt out?

The right to be forgotten. The new EU data 
protection framework proposes introducing a right 
for users to request that data controllers remove their 
personal data from their files. Although on paper it 
sounds easy to remove personal data relating to an 
individual upon request, this may not be so easy 
in the real world. The European Union Agency for 
Network and Information Security (ENISA) states that 
a great deal of data are stored in different places in 
the cloud for security reasons, and these data may 
have been aggregated or amended into new forms, 
such as statistical data. Thus removing some specific 
data from all systems upon request may be entwined 
with the aggregated data. Clearly this is not such a 
straightforward task in a virtual environment, and there is 
no single technical method to enable this easily.16

Relevant jurisdiction. Data are increasingly used 
and stored across borders, but regulation is still largely 
national in its scope and regulators lack jurisdiction 
in markets outside their own. The uncertainty about 
jurisdictions creates problems for companies and 
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consumers alike. Which regulations apply to companies 
from another country? Which judicial authority has the 
right to intervene in disputes? What happens in cases 
where a company breaches laws across many markets? 
In its recent proposal on the new EU data protection 
regulation, the European Union extends the applicability 
of its regulation to companies outside the European 
Union that are handling data relating to European Union–
based individuals.

Liability issues. In today’s world, companies 
often cooperate to produce big data applications and 
solutions. One company orders software from another, 
which in turn uses a third company as a contractor, 
which stores its data within a cloud service operated by 
yet another. If data are leaked, it can be very difficult to 
decide which company is liable.

The above remaining gray areas must be considered 
and clarified so that both consumers and companies 
using big data clearly know what the rules are in order 
to ensure a certain environment that is conducive to 
investment and market growth. In the next sections we 
propose several options for regulators and companies to 
make the big data environment more certain.

IMPLICATIONS FOR REGULATORS AND 
POLICYMAKERS
Regulators will need to address all the above issues 
when shaping their personal data protection policies. 
Although not prescribing any single solution, certain 
principles will help guide regulators in their deliberations 
and ensure the necessary regulatory balance. These 
principles include the need to establish regulatory 
stability, cooperation with members of industries 
and different countries, and promoting industry self-
regulation. Each of these principles is discussed below.

Regulation in any field always works best if it 
creates a stable environment in which companies and 
other organizations can operate. When it comes to data 
protection, companies and other organizations will need 
regulatory certainty if innovation is to be encouraged. 
Providing that stability is likely to be easier if regulators 
focus not on specific regulations that may quickly 
become obsolete, but instead on establishing non-
discriminatory technology-neutral high-level regulatory 
principles that last.

Regulators should cooperate with companies and 
other stakeholders within the industry when revisiting 
their regulatory frameworks. This will help to understand 
the business issues and allow them to be at the 
forefront of developments without hampering industry 
development.

Regulators should also cooperate internationally 
to establish common international norms and clarity 
around applicable legislation. International discussions 
are already taking place on specific issues. Regulators in 
the European Union and the United States have a safe 
harbor framework, for example, that allows US-based 

companies to transfer data between the two regions 
without further approval from EU-based regulators. 
These safe harbor provisions are currently being revisited. 
US and Asian regulators are cooperating around the 
APEC framework; the United States is the first non-
APEC market to sign the minimum standard framework. 
An even a wider take on data protection issues in the big 
data environment would be beneficial for all parties.

Whatever their approach to regulation, governments 
should promote industry self-regulation. Self-regulation 
is the best way to achieve a commonly accepted code 
of conduct for a specific industry. This has already 
been done in specific areas—for example, the use of 
personal data in mobile marketing—but so far efforts 
have occurred mainly at the country level, in markets 
such as the United States and the United Kingdom. An 
international industry standard specifically concerning 
the use of personal data protection in big data would 
certainly be beneficial to establish a higher level of trust 
among consumers and create a clear data protection 
standard for companies. The weakness of industry 
self-regulation is obviously enforcement, because self-
regulation is not normally legally binding.

By efficiently managing all stakeholders, regulators 
can establish a transparent legal framework that helps 
promote industry growth rather than hindering it with 
unnecessary legal burdens.

IMPLICATIONS FOR COMPANIES
The onus is not just on regulators to build an 
environment of trust where citizens feel their privacy 
will be properly protected. Companies also have a key 
role to play. If they develop an efficient data protection 
strategy, companies may also gain competitive 
advantage in the form of cost savings, organizational 
efficiency, and—importantly—reputational advantage. To 
maximize the benefits of big data and to build trust, a 
number of actions could be considered.

The first action a company should take is to 
assess its regulatory and operational starting point. 
Understanding customer concerns and regulatory 
issues early will help companies determine the areas 
of risk they need to start tackling. It will also outline 
the company’s strengths and determine the best way 
to leverage those strengths to develop their big data 
strategy. For example, a company may wish to build 
on its reputation as a reliable company that safeguards 
customers’ personal data or position itself as an 
innovative company with cool services based on its 
users’ behavior and habits or preferences.

A company should also build a privacy-by-design 
mentality. It goes without saying that companies will 
need to comply with relevant regulations. But gaining 
consumers’ trust is a question of mentality, too. Many 
companies may find they need to implement changes 
across the organization as well as in relevant processes 
and technology applications to protect consumer privacy. 
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Companies should strive to make data protection part of 
the company culture. They can avoid costs occurring at 
a later stage (when compliance measures are needed) 
by implementing data protection in their processes from 
the start.

Companies must also cooperate with regulatory 
authorities. Privacy and data protection regulation is 
constantly evolving. This means that companies will 
need to establish a close relationship with national 
regulators to ensure compliance and to make certain 
that the regulators and policymakers understand the 
business issues at hand and the benefits of big data for 
society.

Furthermore, companies need to cooperate with 
other industry participants. Cooperating to develop 
industry-specific norms and standards will help to 
create an industry norm that enables consumers to have 
greater trust.

Importantly, companies also should empower 
customers. Customers’ concerns about privacy are 
often alleviated if they are able to make their own 
decisions about what data they do or do not share. 
Providing transparent privacy policies or simply informing 
the customer of the scope of data handling as well as 
requesting clear consent declarations from customers 
also helps create customer trust without sacrificing big 
data business opportunities. Technological tools help, as 
they can allow customers to adjust their privacy settings 
and choose whether to opt in or out of services. One 
example of this is British Telecom’s cookie settings, 
which allow the customer to set the level of cookies 
allowed and choose the level of privacy they are ready to 
sacrifice for better services or service quality.

Companies have a key role to play in creating 
consumer trust. Success in this area is not only about 
managing regulators and compliance, but also about 
creating a reputation as trustworthy and reliable in terms 
of both secure operations and fair commercial practices. 
As mentioned in the beginning of this chapter, customers 
are usually willing to share personal data if the value of 
the service is attractive enough and the customers feel 
they get more in return than they give up.

CONCLUSION
Big data offers a wide range of opportunities—not just 
for individual companies, but also for nations and society 
as a whole. Both regulators and companies have large 
roles to play to ensure positive development in this 
emerging market with such great potential.

Regulators and policymakers should respond swiftly 
to regulatory and policy concerns regarding big data 
development. They must enable fast network build-out. 
They must also ensure the education and training of a 
qualified workforce and safeguard Internet safety. And 
they must address consumer disquiet about privacy and 
the protection of personal data—an area where several 
issues are unclear and require further consideration and 

clarification, ideally in cooperation with players across 
the industry value chain and at an international level.

Above, a number of suggestions about how 
companies might respond to these concerns were 
outlined. Initially companies should conduct an 
assessment of their regulatory and operational status 
quo to identify risks and opportunities. They should 
consider implementing a privacy-by-design mentality 
to avoid unnecessary costs while ensuring compliance. 
Companies should also consider cooperating both with 
regulators and others within their industry to create 
trust of their specific sector. Key for gaining customer 
trust will, however, be the empowerment of customers 
by clearly communicating their privacy policies to them, 
giving them options for their privacy settings, and 
requesting consent declarations. Companies need to 
ensure that their customers understand what choice 
means in terms of service performance and make sure 
their services are providing more value to the customer 
than the loss of privacy is worth.

It is only by addressing customer concerns at 
different levels within the industry that the big data 
industry can eventually evolve to its full potential.
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